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DETAILED ACTION 

1 . Claims 1-18 have been presented for examination. 

Priority 

2. Acknowledgment is made of applicant's claim of priority to provisional application No. 
60/512,948, filed on 20 October 2003. 

Claim Rejections - 35 USC § 101 

3. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 

4. Claims 17 and 18 are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. As per claims 17 and 18, merely claimed as a computer 
software representing a computer listing per se, that is, descriptions or expressions of such a 
program and that is, descriptive material per se, non-functional descriptive material, and is not 
statutory because it is not a physical "thing" nor a statutory process, as there are not "acts" being 
performed. Such claimed computer programs do not define any structural and functional 
interrelationships between the computer program and other claimed aspects of the invention 
which permit the computer program's functionality to be realized. Since a computer program is 
merely a set of instructions capable of being executed by a computer, the program itself is not a 
process, without the computer-readable medium needed to realize the computer program's 
functionality. In contrast, a claimed computer-readable medium encoded with a computer 
program defines structural and functional interrelationships between the computer program and 
the medium which permit the computer program's functionality to be realized, and is thus 
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statutory. Warmerdam, 33 F.3d at 1361, 31 USPQ2d at 1760. In re Sarkar, 588 F.2d 1330, 
1333, 200 USPQ 132, 137 (CCPA 1978). See MPEP § 2106(IV)(B)(l)(a). 

Claim Rejections - 35 USC § 112 

5. The following is a quotation of the second paragraph of 35 U.S. C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

6. Claims 1-8 are rejected under 35 U.S.C. 1 12, second paragraph, as being incomplete for 
omitting essential steps, such omission amounting to a gap between the steps. See MPEP 

§ 2172.01 . The omitted steps are requesting communication by a client for connection to a 
communication server; receiving said connection request and a handshake sequence is performed 
between said client and said communication server; establishing a secure connection between 
said client and said communication server; coordinating a new connection with the client by the 
communication server; initiating a handshake sequence with a second client via the 
communication server; and establishing a connection between the two clients via the 
communication server as can be seen by Figure 5. 

7. Claims 1-8, 17, and 18 are rejected as failing to define the invention in the manner 
required by 35 U.S.C. 112, second paragraph. The claims are narrative in form and replete with 
descriptive, functional or operational language. The method must be organized and correlated in 
such a manner as to present a complete operative method. 

Claim Rejections - 35 USC §102 

8. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 
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(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

9. Claims 1, 2, 5, 7-12, 15, 17, and 18 are rejected under 35 U.S.C. 102(e) as being 
anticipated by U.S. Patent No. 6,681,327 to Jardin et al., hereinafter Jardin. 

1 0. As per claim 1 , Jardin teaches a method for secure communication, comprising: 
secured conununications between a server and a client (Figure 2, column 4, lines 34-59, 

i.e. client initiates a handshake operation with the broker pursuant to the SSL protocol), and 
between two clients, for ease of access and transparency, from any location to any location, 
within said computer system (column 8, lines 2-17, i.e. the client and transaction server 
conducting transactions through the broker). 

1 1 . Jardin discloses that the communication occurs using a single secure communication port 
in disclosing that the communication between the client and broker and the broker and server and 
vice versa occurs using SSL. U.S. Patent No. 7,149,892 to Freed et al., hereinafter Freed, 
establishes that SSL communication occurs on port 443 at column 3, lines 20-23 and column 5, 
hnes 48-56. Therefore, since the client and broker and the broker and server all communicate 
using SSL, they are only using secure port 443. 

12. Regarding claims 2, 8, 10, and 18, Jardin teaches wherein said single secure 
communication port is SSL port 443, in his disclosure of SSL throughout the patent. As noted in 
U.S. Patent No. 7,149,892 to Freed et al., hereinafter Freed, establishes that SSL conmiunication 
occurs on port 443 at column 3, lines 20-23 and column 5, lines 48-56. 



Application/Control Number: 1 0/783,229 Page 5 

Art Unit: 2131 

13. Regarding claims 5 and 15, Jardin teaches wherein said single communication port 
allows ease of management by establishing a secure connection between said two clients 
(column 8, lines 2-17). 

14. As per claim 7, Jardin teaches a method for secure communication in a computer 
network, comprising: 

secured communications within said computer network, for establishing secured 
communication between two or more clients via a communication proxy server (column 8, lines 
2-17, i.e. the client and transaction server conducting transactions through the broker using SSL). 

15. Jardin discloses that the communication occurs using a single secure communication port 
in disclosing that the communication between the client and broker and the broker and server and 
vice versa occurs using SSL. U.S. Patent No. 7,149,892 to Freed et al., hereinafter Freed, 
establishes that SSL communication occurs on port 443 at column 3, lines 20-23 and column 5, 
lines 48-56. Therefore, since the client and broker and the broker and server all commimicate 
using SSL, they are only using secure port 443. 

16. As per claim 9, Jardin teaches a method for secure communication in a computer system, 
comprising the steps of: 

requesting communication by a client (i.e. client) for connection to a communication 
server (i.e. broker) (Figure 2 [block 210], column 4, line 55 to column 5, line 15, i.e. ClientHello 
messages to the broker/communication server); 
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receiving said connection request and a handshake sequence is performed between said 
client and said communication server (Figure 2, column 4, lines 34-59, i.e. client initiates a 
handshake operation with the broker pursuant to the SSL protocol); 

establishing a secure connection between said client and said communication server 
(Figure 2 [blocks 250, 260], colunrn 6, lines 1-9, i.e. client and broker establish SSL connection); 

coordinating a new connection with the client by the communication server (column 6, 
lines 38-66, i.e. the broker establishing a connection with a server on the client's behalf); 

initiating a handshake sequence with a second client (i.e. transaction server) via the 
communication server (i.e. broker) (Figure 3 [block 334], column 6, lines 43-57, column 7, lines 
6-19, i.e. broker initiates a secure SSL handshake with the server); and 

establishing a connection between the two clients via the communication server (column 
8, lines 2-17, i.e. the client and transaction server conducting transactions through the broker). 

1 7. Jardin discloses that the communication occurs using a single secure communication port 
in disclosing that the communication between the client and broker and the broker and server and 
vice versa occurs using SSL. U.S. Patent No. 7,149,892 to Freed et al., hereinafter Freed, 
establishes that SSL communication occurs on port 443 at column 3, lines 20-23 and column 5, 
lines 48-56. Therefore, since the client and broker and the broker and server conununicate using 
SSL they are only using secure port 443. 

1 8. Regarding claim 1 1 , Jardin teaches wherein a single communication protocol using said 
single secure port is used (column 4, lines 26-29). 
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19. Regarding claim 12, Jardin teaches wherein multiple protocols using said single secure 
communication port are used (column 4, lines 26-29). 

20. As per claim 17, Jardin teaches computer software for a secure communication in a 
computer system, comprises: 

secured communication within said computer system for establishing secured 
conununications between two or more clients (column 8, lines 2-17, i.e. the client and transaction 
server conducting transactions through the broker using SSL). 

21 . Jardin discloses that the communication occurs using a single secure conmiunication port 
in disclosing that the communication between the client and broker and the broker and server and 
vice versa occurs using SSL. U.S. Patent No. 7,149,892 to Freed et al, hereinafter Freed, 
establishes that SSL communication occurs on port 443 at column 3, lines 20-23 and column 5, 
lines 48-56. Therefore, since the client and broker and the broker and server all communicate 
using SSL, they are only using secure port 443. 

Claim Rejections - 35 USC § 103 

22. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

23. Claims 3, 4, 6, 13, 14, and 16 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Jardin in view of U.S. Patent Application Publication No. 2003/0167403 to McCurley et al., 
hereinafter McCurley. 
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24. Regarding claims 3 and 13, Jardin teaches wherein said single communication port 
allows access from behind gateway devices by establishing a secure proxy communication 
between said two clients (Figure 1 [blocks 118, 128], column 3, lines 51-64). 

25. Jardin does not teach that the gateway devices are firewalls. 

26. McCurley teaches establishing a secure tunnel between two devices behind firewalls 
(Figure 4, paragraphs 0065-0071). 

27. It would have been obvious to one of ordinary skill in the art to establish a secure 
connection between two clients both behind firewalls, since McCurley states at paragraph 0041 
that by allowing communication over a single port in a firewall it allows data to securely pass 
through the firewall, thereby providing access for roaming users and computers, for remote 
network administration, and for supporting virtual private networks implemented oyer the open 
network. 

28. Regarding claims 4 and 14, Jardin teaches wherein said single communication port 
allows access inside gateways by establishing a secure proxy connection between said two 
clients (Figure 1 [blocks 118, 128], column 3, lines 51-64). 

29. Jardin does not teach that the gateway devices are firewalls. 

30. McCurley teaches establishing a secure tunnel between two devices behind firewalls 
(Figure 4, paragraphs 0065-0071). 

31. It would have been obvious to one of ordinary skill in the art to establish a secure 
connection between two cUents both behind firewalls, since McCurley states at paragraph 0041 
that by allowing commimication over a single port in a firewall it allows data to securely pass 
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through the firewall, thereby providing access for roaming users and computers, for remote 
network administration, and for supporting virtual private networks implemented over the open 
network. 

32. Regarding claims 6 and 16, Jardin teaches establishing a secure proxy communication 
between said two clients (column 8, lines 2-17). 

33. Jardin does not teach the use of firewalls. 

34. McCurley teaches firewalls (Figure 4, paragraphs 0065-0071). Since it is an industry 
standard and commonly accepted that SSL communicates over port 443, the system 
administrator would only have to set that once and not have to change the settings, if it was 
decided to allow access to the SSL protocol. 

35. It would have been obvious to one of ordinary skill in the art to establish a secure 
connection between two clients both behind firewalls, since McCurley states at paragraph 0041 
that by allovsdng communication over a single port in a firewall it allows data to securely pass 
through the firewall, thereby providing access for roaming users and computers, for remote 
network administration, and for supporting virtual private networks implemented over the open 
network. 

Conclusion 

36. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

37. The following patents are cited to further show the state of the art with respect to SSL 
session via a proxy device, such as: 
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United States Patent No. 6,052,785 to Lin et al., which is cited to show remote data 
access through an intermediary security mechanism. 

United States Patent No. 6,584,567 to Bellwood et al., which is cited to show using a 
proxy to secure communication between a client and a set of servers. 

United States Patent No. 6,983,382 to Hartke et al., which is cited to show an 
intermediary device used to accelerate SSL connections. 

United States Patent No. 6,732,269 to Baskey et al., which is cited to show establishing a 
persistent SSL session via a proxy server. 

United States Patent No. 6,993,651 to Wray et al., which is cited to show the SSL 
protocol traversing an intermediary device. 

United States Patent No. 6,952,768 to Wray et al., which is cited to show the SSL 
protocol traversing an intermediary device. 

38. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Christian La Forgia whose telephone number is (571) 272-3792. 
The examiner can normally be reached on Monday thru Thursday 7-5. 

39. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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40. Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
appHcations is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Christian LaForgia / //) / / 
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